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Investigating the dependability of software-defined
IToT-Edge networks for next-generation offshore
wind farms

Agrippina Mwangi(:), Nadine Kabbara

Abstract—Next-generation offshore wind farms are increas-
ingly adopting vendor-agnostic software-defined networking
(SDN) to oversee their Industrial Internet of Things Edge
(IToT-Edge) networks. The SDN-enabled IIoT-Edge networks
present a promising solution for high availability and consistent
performance-demanding environments such as offshore wind
farm critical infrastructure monitoring, operation, and mainte-
nance. Inevitably, these networks encounter stochastic failures
such as random component malfunctions, software malfunctions,
CPU overconsumption, and memory leakages. These stochastic
failures result in intermittent network service interruptions,
disrupting the real-time exchange of critical, latency-sensitive
data essential for offshore wind farm operations. Given the
criticality of data transfer in offshore wind farms, this paper
investigates the dependability of the SDN-enabled IIoT-Edge
networks amid the highlighted stochastic failures using a two-
pronged approach to: (i) observe the transient behavior using a
proof-of-concept simulation testbed and (ii) quantitatively assess
the steady-state behavior using a probabilistic Homogeneous
Continuous Time Markov Model (HCTMM) under varying
failure and repair conditions. The study finds that network
throughput decreases during failures in the transient behavior
analysis. After quantitatively analyzing 15 case scenarios with
varying failure and repair combinations, steady-state availability
ranged from 93% to 98 %, nearing the industry-standard SLA of
99.999%, guaranteeing up to 3 years of uninterrupted network
service.

Index Terms—Industrial IoT, software-defined network-
ing, edge computing, IEEE802.1 Time Sensitive Networking,
IEC61850, vPAC, Homogeneous CTMM, offshore wind, depend-
ability

I. INTRODUCTION
A. Problem Definition and Related Works

The increasing complexity of offshore wind turbine and
wind farm designs, combined with the intricacies of the marine
environment warrants the continued deployment of a wide
array of industry-grade Internet of Things (IloT) sensors for
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critical infrastructure monitoring. These IIoT sensors monitor
and communicate the status of various critical mechanical
and electrical components [[1], [2]. Further, these IIoT sensors
communicate with each other to exchange environmental data
and coordinate actions among the turbines in the wind farm to
prevent damage or accidents. This reduces the risk of catas-
trophic failure and subsequent unplanned wind farm downtime
[3]]. Notably, the unreliability of critical infrastructure in wind
farms results in >87% of the total unplanned wind farm down-
time [4]. This unreliability impacts the wind farm’s revenue by
a 20% rise in operation and maintenance (O&M) costs [5]], [6],
which constitute 10-20% of the total wind farm’s energy costs.
Mounting IIoT sensors on key wind farm components help the
O&M personnel make prompt decisions facilitating condition-
based maintenance subsequently reducing overall wind farm
downtime [1]], [[7] and associated operational expenses.

Contemporary IloT platforms founded on the IoT/cloud
framework encounter high latency, substantial data transfer,
storage subscription expenses, intricate scaling processes,
bandwidth limitations, and restricted connectivity [8[]. There-
fore, incorporating edge computing to allow the processing of
IIoT sensor data samples closer to the wind farm turbines
is a favored solution. Empirical studies and probabilistic
models [9]-[13]] demonstrate improved wind farm monitoring,
maintenance, and operations when data is processed close
to offshore wind farms through reduced latency, bandwidth
optimization, and advanced computing and storage.

In this IloT-Edge computing paradigm, next-generation off-
shore wind farms are increasingly adopting vendor-agnostic
software-defined networking (SDN) solutions for dynamic
and centralized network management and configuration of
their IloT-Edge networks. In principle, SDN separates the
control plane from the data plane [14]. The control plane
comprises several controllers that make the forwarding de-
cisions, package them as flow instructions, and send them to
the data plane through a southbound interface protocol such
as OpenFlow [[15]], [[16]. The data plane forwarding devices
(FDs) receive and store the flows in their respective flow
tables instructing them on how to forward the data [14], [17],
[18]. Unfortunately, the proposed SDN-enabled IloT-Edge
network is susceptible to stochastic failures such as random
component malfunction, software malfunction, CPU overcon-
sumption, and memory leakages which cause intermittent
network service disruption. This affects the real-time exchange
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of critical, latency-sensitive data, essential for offshore wind
farm operations. It is, therefore, crucial to design a dependable
SDN-enabled IIoT-Edge network capable of running optimally
amid the highlighted stochastic failures.

According to the IEC61907:2009 and IEC62673:2013 stan-
dards, a communication network is considered dependable if
it remains reliable, available, maintainable, recoverable, and
performs according to the stipulated industry service level
agreements (SLA) [19], [20]. In this context, reliability is the
probability that the network functions correctly under certain
conditions over a specified time interval [21], [22]], availability
defines the readiness for network component usage at an
instance of time, or the network up-time [23]], maintainability
is the probability of performing a successful repair action on
the system within a given time under stated conditions [24],
[25]], recoverability measures the network’s ability to bounce
back from unexpected issues while preserving functionality
[26], and performability refers to the ability to observe the
variation in network service quality [27]]. Given the criticality
of the SDN-enabled IIoT-Edge network in facilitating latency-
sensitive data transfer amid stochastic failure, this paper in-
vestigates the dependability of an offshore wind farm SDN-
enabled IloT-Edge network amid the highlighted stochastic
failures and proposes novel detection, mitigation, and repair
strategies.

Previous studies have evaluated system dependability in
high availability and high-performing application scenarios
using analytical and probabilistic assessment methods. Though
no universal method exists for selecting the most appropriate
dependability analysis technique, a verification process is
employed to ascertain whether a given method aligns with
the specified requirements. Nguyen et al. [28] use reliability
graphs, a low accuracy, low model complexity analytical
method, to determine the reachability of hosts amid stochastic
failures. Xiao et al. [29] use fault tree analysis (FTA), a low
accuracy, low model complexity analytical method to assess
the reliability of a digital substation network by defining the
minimal path set where failed components could result in
overall system failure. FTAs provide a top-down approach to
analyze the system’s sub-components that cause system failure
but fail to represent time or sequence dependency of events
correctly [30]. To address the low accuracy concerns of FTAs
and reliability graphs, researchers utilize Continuous-time
Markov Models (CTMM) because of their demonstrated high
accuracy levels in modeling the dynamic behavior of systems
with exponentially distributed rates [31]. More specifically,
Homogeneous Continuous-Time Markov Models (HCTMMs)
are commonly used to model repairable systems with uncertain
elements [22], [32]. Case in point, Vizarreta et al. [33]] design
a data-driven dependability assessment framework that models
abstractions for imperfect distributed control plane and inter-
action with the service plane. Mendiratta et al. [34] design a
Symbolic Hierarchical Automated Reliability and Performance
Evaluator (SHARPE)-based probabilistic model to address the
reliability concerns of their proposed SDN network but fails
to address multiple switch failures in their model. Nencioni
et al. [35] assess the SDN backbone using a two-level avail-
ability Markov model. Longo et al. [36] present a stochastic

Markovian model that assesses the overall dependability of a
hierarchically modeled SDN controller cluster. Moazzeni et al.
[37] propose a reliable distributed SDN model that assesses the
proposed network’s reliability under several failure conditions.
While CTMMs have demonstrated high accuracy levels, they
fail to cater to large and complex systems because of the
exponential growth in the number of states [38|]. Combining
CTMMs with stochastic Petri nets (SPNs) solves this challenge
by defining models with fewer elements to represent a complex
system.

B. Paper contributions

Based on the identified research gaps above, this paper

delivers the following contributions:

¢ A novel IT/OT architecture for next-generation offshore
wind farm data acquisition systems leveraging Industry
4.0 IIoT, SDN, edge computing, and virtualization tech-
nologies.

o A system model abstraction that maps stochastic failures
in the control and data planes at a component level using
stochastic Petri nets and defines an effective monitoring-
agent-based strategy to detect, recover, and maintain
an SDN-enabled IIoT-Edge network with a minimum
number of redundant elements.

o A transient behavior analysis using a proof-of-concept
simulation test bed to (i) estimate the impact of stochastic
failures on the network service quality and (ii) estimate
system parameters such as detection, repair, and service
times.

o A steady-state behavior analysis using a probabilistic
HCTMM to characterize the proposed system model’s
dependability in the long run recommending suitable
network dependability assurance strategies and practices.

C. Organization of the paper

The remainder of the paper is organized as follows: Section
presents a novel IT/OT architecture for next-generation
offshore wind farms and discusses the adoption of vendor-
agnostic SDN to manage the resulting IToT-Edge network. In
Section the proposed network’s system model is defined,
highlighting stochastic failures in the control and data planes,
along with an effective monitoring-agent-based strategy for
detecting, recovering, and restoring the network to full op-
erational state amid stochastic failures. Section [[V] outlines
the methodology for evaluating the proposed network system
model’s transient and steady-state behavior using a proof-of-
concept simulation test bed and a probabilistic HCTMM de-
pendability assessment model, respectively. Section [V] presents
and discusses the results, while section [VI| concludes the paper.

II. SDN-ENABLED IIOT-EDGE NETWORKS FOR
NEXT-GENERATION OFFSHORE WIND FARMS

A. Application Scenario

Figure |1| illustrates a wide array of IIoT sensors deployed
with K-out-of-N redundancy to acquire highly granular data
samples from a fleet of wind turbines’ critical infrastructure
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Fig. 1. A novel IT/OT architecture for next-generation offshore wind farms leveraging Industry 4.0 technologies such as IIoT, edge computing, virtualization,
and vendor-agnostic software-defined networking to facilitate operation and maintenance functions.

[39]. The K-out-of-N redundancy ensures that the remaining
sensors can continue capturing data samples if any sensor
fails, maintaining continuous operation. These wind turbines
are constructed around an offshore hub. Within the offshore
hub, the digital substation rearchitectured as a data center
hosts the edge computing platform (ECP) and the IEC61850-
compliant virtual Protection, Automation, and Control (vVPAC)
nodes alongside other IT/OT infrastructure needed to support
the wind farm operation and maintenance effectively. This data
center provides sufficient computing, storage, and network
resources through a unified resource pool. The resource pool
provides a flexible and dynamic way to organize and aggregate
multiple x86 servers’ computing and memory resources. Its
cluster applications provision the resources to the ECP and
vPAC nodes based on policies set by the system administrators.
The offshore hub’s data center links to the remote O&M team’s
enterprise network via a wide area network (WAN) between
the edge router, enterprise network router, and the Internet
Service Provider (ISP) router, as shown in Figure[T] Using this
IP/MPLS WAN backhaul, the O&M team can remotely com-
mission calendar-based, and more recently condition-based
tasks such as overall equipment inspection, replacement and
repair of faulty components, and recalibration of IIoT sensors
and actuators [40|]. Zooming in on the link between the wind
farm Industry-grade IoT and the offshore hub modules in Fig-
ure[T] an out-of-band control SDN-enabled IToT-Edge network
for the wind farm’s field area is designed as illustrated in
Figure 2} The ethernet switches connected to the server rack’s
physical network interface cards (NIC) conduct hardware-level
filtering and checksum verification on the data samples at the
rate of < 10~°s [41]. This data is handed over to the server
cluster pool’s host operating system, which runs the hypervisor
and docker engine. The cluster application policies manage the
virtual switch (vSWITCH) communication. Subsequently, the
host operating system forwards the data streams to either the
hypervisor’s or the docker engine’s vSWITCH network stack.
The hypervisor’s vSWITCH receives the data streams and
forwards them to the MQTT broker while the docker engine
forwards the data streams to the appropriate docker container’s
network configuration. The server cluster vSWITCH’s internal

communication is handled by its virtualization layer.

Two scenarios are defined to demonstrate the flow of sensor
data from the wind turbines to the offshore hub data center’s
ECP and vPAC nodes and subsequent actuation as follows:

[IoT-to-ECP node scenario: The wind turbine IIoT sensor
data samples are sent to the ECP nodes situated in the offshore
hub through high-speed, low-latency communication sub-sea
fiber optical cables to guarantee swift response [9], [10].
Periodically, these data samples received at the offshore hub’s
ECP node are stored in local database servers or sent to
the enterprise network database servers and the private cloud
through the IP/MPLS WAN (see Figure [T) for forecasting,
pattern recognition, predictive analytics, and visualization.
Ordinarily, analog measurements collected by IIoT sensors
mounted in the wind turbines are sent to the turbine’s local
data acquisition module [11] through fiber optic patch cords
or hardwired copper connections. The module pre-processes
the sensor data, executes local control loops, aggregates the
measurements, and then sends the data samples on the nacelle
switch. These measurements are sent to the ECP node’s mes-
sage broker. When the ECP node’s message broker receives
the sensor data: (i) the message broker publishes these sensor
data to the relevant topics (see Figure 2) using the Message
Queuing Telemetry Transport (MQTT) protocol, and (ii) the
IoT apps subscribe to different topics to coordinate inter-
turbine communication and data exchange.

IIoT-to-vPAC node scenario: Additionally, the current and
voltage sensors collect analog data from the digital substation
processes and send it to a Merging Unit (MU). The MU
samples and digitizes the current and voltage measurements,
adding time stamps before broadcasting them over the net-
work as Ethernet-based IEC61850-9-2 Sampled Values (SV)
frames [42]. The vIED containers hosted in the vVPAC docker
environment subscribe to the published SV frames [43[]. These
vIEDs are set with specific threshold values for each parameter
reflecting the system’s safe operating limits. When the SV
readings exceed set thresholds to indicate a fault or an ab-
normality, the VIED sends IEC61850 Generic Object-Oriented
Substation Event (GOOSE) message signals to actuators to
coordinate response with other vIEDs.
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Fig. 2. An out-of-band control SDN-Enabled IloT-Edge network schematic illustrating the fiber-optic-based connectivity between a fleet of wind turbine
generator nacelle and tower switches connected to the offshore hub’s data center switches F'D(y . 9), leading to the server cluster’s physical network interfaces

and virtualized networks within the ECP and vPAC nodes.

B. Motivation for the adoption of software-defined IloT-Edge
network architecture in next-generation offshore wind farms

Conventional offshore wind farm communication networks
adhere to the IEC61400-25 and IEC62439-3 standards that
recommend specific communication protocols, information
models, and a robust Ethernet-based network architecture [44]]
to facilitate the IloT-to-ECP and IIoT-to-vPAC data transfer.
Current deployments utilize the IEC 62439-3’s High Availabil-
ity Seamless Redundancy and Parallel Redundancy Protocols
(IEC62439-3 HSR and PRP) to guarantee high availability and
uninterrupted operation and redundancy [45]]. By design, HSR
sends duplicated Ethernet frames over two separate paths in a
ring topology. Each node on the ring topology has two ports
that the HSR uses to create and transmit these duplicate frames
ensuring delivery despite potential failures. Conversely, PRP
uses two parallel star topology networks (LAN A and LAN B),
sending duplicate frames across both. The receiver processes
the first frame and discards the duplicates, ensuring continuous
data transfer even if one LAN fails.

1) IEC62439-3 HSR and PRP limitations: While there
are a myriad of benefits to using the IEC62439-3 HSR and
PRP, the technology faces several challenges. Firstly, scal-
ing IEC62439-3 HSR and PRP implementations makes the
network very complex to manage or maintain as it increases
the task of implementing diverse configurations and keeping
track of numerous functions [45[, [46]. Secondly, scaling
accrues substantial capital and operational costs indicating a
growing financial burden on the wind farm operators [47].
For instance, as additional redundant switches, cabling, and
networking components are required, infrastructure costs rise.
Moreover, design, installation, and configuration (including
consultancy and labor) expenses contribute to operational
overheads. Thirdly, IEC62439-3 HSR and PRP are not suited

for geographically dispersed networks such as the wind farm’s
IloT-Edge network, because their design, which duplicates
data traffic for redundancy, demands higher bandwidth. Lastly,
the IEC62439-3 HSR and PRP networks lack inherent flexi-
bility for dynamic changes and face interoperability issues,
complicating data transfer across diverse network segments
and technologies.

2) SDN offerings: To address the limitations of IEC62439-
3 HSR and PRP, a fusion of OpenFlow-enabled IEEE802.1
Time Sensitive Networking (TSN) Ethernet switches referred
to as Forwarding Devices (FDs) and vendor-agnostic Software-
Defined Networking (SDN) are adopted in the IloT-Edge
network, building on the ideas in [18], [47] because of the
following merits: Firstly, the SDN controller’s global view of
the network enables rapid updates to configurations and data
paths for traffic management and fault failover, in < 100us,
compared to the conventional communication networks which
take 10 — 30ms to converge [48]. Secondly, because the
network is centrally controlled, it automates network man-
agement, proactively enforces intricate network policies, and
adjusts resources in real-time for prioritized and critical data
traffic [49]. Thirdly, while scaling the data plane in the SDN
architecture results in increased flow initiation rates [50], this
constraint is mitigated by distributing the workload within the
controller cluster.

C. SDN-enabled IloT-Edge network design specifications

Given the crucial role in enabling real-time, latency-
sensitive data exchange, the proposed network is fortified
through several design specifications. The network’s hardware
components are ruggedized to withstand the harsh and un-
predictable environmental changes in the offshore context.
Further, cost-effective redundant paths are built using link
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Fig. 3. A model abstraction that maps stochastic failures to a controller and forwarding device at individual component level to the network level and employs
an effective strategy to detect, recover, and maintain the proposed network to a fully operational state using stochastic Petri nets.

aggregation techniques such as the EtherChannel Technology.
The EtherChannel technology bundles several physical cables
into a single logical link between the FDs. This technology
improves redundancy and bandwidth and enhances fault toler-
ance in FD-to-FD connections [51]], [52]. The SDN-controlled
FDs facilitate dynamic reconfiguration to adapt to changing
conditions and prioritize critical monitoring data and control
over less critical network traffic. Periodic software upgrades
and patches are deployed on all the virtual components to
fix software-related bugs. Moreover, strong authentication and
access control as well as stream ciphers are adopted to protect
the critical data exchange from intruders.

The network operates on the cluster coordination fail-over
approach where the SDN controllers in the control plane
select a leader using the Raft consensus algorithm [53]]. The
leader contains the entire network’s state information, makes
decisions, and coordinates actions within the controller cluster
[54]]. The leader sends heartbeats or TCP keep-alive messages
to the followers to share the current network state. This
cluster coordination is necessary for the seamless migration
of FDs when the primary controller fails. When a leader fails,
the built-in fail-over logic detects the failure and triggers a
process that migrates the FD connections to its followers.
Notably, the SDN controller uses a high polling rate on
a separate management network, in the out-of-band control
mechanism, to collect and send information to the FDs through

This work is licensed under a Creative Commons Attribution 4.0 License.

asynchronous OpenFlow messages.

III. SYSTEM MODEL

The SDN-enabled IloT-Edge network for a wind farm’s field
area network (FAN) is depicted in Figure 2] It features nc
controllers (configured as virtual machines inside the SDN
controller server rack) each managing a virtual segment of the
FAN and ng FDs to represent the FD network of each segment.
By design, each controller manages a single virtual segment
and is clustered with nc controllers serving as backups. Let
C represent the set of SDN controllers in the control plane, S
represent the set of FDs in the data plane, and L represent the
set of links between the FDs. Without loss of generality, we
model an SDN network architecture consisting of 3 controllers,
9 FDS, and 13 Links as illustrated in Figure [2}

A. Stochastic failure model abstraction mapping

Stochastic failures impact both controllers and forwarding
devices (FDs) at the component level. This includes (i) random
failures of virtual machine (VM) instances and software (SW)
instances at the control plane, and (ii) random failures of the
hardware (HW) components of FDs and their software, as well
as CPU consumption above the threshold, and memory (MEM)
leakages. As defined in [25]], [29], [33]], these control and data
plane component failure rates, mean time to failure (MTTF)
and mean time to repair (MTTR) are denoted in Table[l] Given
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these stochastic failures, a model abstraction (see Figure E])
demonstrates an effective strategy to detect the highlighted
stochastic failure, recover, and maintain the network to a fully
operational state following failure.

1) At the control plane: Starting from the fully opera-
tional state, YV, the SDN controller’s components (VM, SW,
MEM, and CPU) can fail. A monitoring agent, running at
the application plane, periodically checks the status of the
network components and detects failure in any or all of the
components registered in the switch’s group and meter table
metrics. This monitoring agent interacts with the control plane
components through RESTful APIs reading metrics from the
control plane’s topology and statistics manager. The model
transitions from working state to detection state at the rate
Ade; wWhere ¢ = 1,...,n number assigned to the controller
components being monitored. The detection state, detc, is a
timed event such that if the model fails to transition to a failed
state at a rate, \,,,, within a stipulated time (in this case 4
seconds - the heartbeat rate), it re-initiates failure detection
at the rate, d¢,. Then, it determines the failed state using
transition rate, cic,. The system transitions to the failed state
(F) and the monitoring agent triggers repair at the rate, uc,.
Regardless of the working state of the components in the data
plane, when any of the highlighted controller components fails,
the system automatically migrates (state megs) the FDs under
that controller’s administrative domain to another controller
that is in its fully operational state at the rate, \,,. However,
it can also migrate these FDs to a controller in a degraded
state if a working controller is unavailable.

2) At the data plane: When any FD components (VM,
software, memory, and CPU) fail, the monitoring agent detects
and transitions the FD to a failed state. The detection state is
a timed event such that if the model fails to transition to a
failed state at rate, Agq,, within a stipulated time (= 60s), it
re-initiates failure detection at the rate, dg,. Then, it determines
the failed state using transition rate, g, . Its primary controller
detects the failure when it no longer gets an acknowledgment
to an “OFPT-FLOW-MOD” message from that particular
FD. The controller reads the network state and uses the
path computation element protocol (PCEP) running in the
application plane to determine a new path to transfer the data
streams. The monitoring agent triggers repair of the failed
FD component at the rate, ps,. When the FD is repaired and
powered on, it reconnects to its primary controller to receive

Fig. 4. The system-level Homogeneous Continuous Time Markov Model
(HCTMM) is scaled from the model abstraction in Figure 8] using the model
state conditions.

flow instructions and continue forwarding packets. From the
model abstraction, both controller and FD components enter
a degraded state when their memory and CPU consumption
exceed the threshold. These components continue to function
but not at an optimal level.

B. System-level homogeneous continuous time Markov model
(HCTMM)

Scaling the model abstraction (see Figure that only
features a single controller and FD to a larger network (see
Figure [2), more elements are considered. To simplify the
resulting model abstraction stochastic Petri net, an HCTMM
is defined to capture all the resulting transitions using a three-
state W, D, F) system model. As such, VW is the working
state, D are the degraded states, and F is the failed state
as illustrated in Figure ] At the system level, when all
controllers’ and FDs’ components are fully operational, the
network model is in W. When these components at both
the control and data plane are degraded, then the network
model transitions to a degraded state, D. Lastly, when all or
some components are in the failed state, the network model
transitions to the failed state, F.

1) Model conditions: Considering the interaction between
the control and data plane, some conditions are applied to the
scaled model abstraction as denoted in Table

o Ri: All controllers, C(y,.. 3) and all FDs Sy ) are fully

operational.

e Ro: 2 out of 3 controllers, C(1,2) OR C(33) OR C(y 3),

are working, all FDs, S . gy, are fully operational.
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TABLE III
TRANSITION RATE MATRIX

—(Age + Ags) Ade 0 0 0 Ads 0 0 0
0 —(0¢c 4+ Am) dc AM 0 0 0 0 0
0 ac — () 0 0 0 0 0 0

0 0 0 —2(A\¢) Ao 0 0 0 Ao
Q= 7%, Ade 0 0 —(pe + Ade) 0 0 0 0
0 0 0 0 0 —(6s + Ag) ds As 0
0 0 0 0 0 as —(ag) 0 0
us 0 0 0 0 0 0 —(ps) 0

R(uc) 0 0 0 0 0 0 0 —R(uc)

o R3: All controllers, C(;,.3), and some of the FDs
8(1,2,4,5,7,9) are fully operational, assuming FDs, S(3 6 g).
are down.

e R4: When only one controller: F = (C; or Cy or C3) is
working regardless of the number of operational FDs.

2) Model assumptions: Several assumptions are made in
this system model,

o Links Ly, . 13) are configured using the EtherChannel
link aggregation technology with a mean time before
failure (MTBF) of 70,000 hours (A fiper = 14.28 x 1076)
as in Table |l Therefore, this model assumes negligible
link failure.

o Further, this model assumes negligible FD-to-controller
latency as the SDN controller cluster uses a distributed
approach to handle increased flow initiation requests.

Conventionally, the system model’s HCTMM is denoted as
atuple (M, M i, Q) where M is a finite set of states, M,
is the initial state, Q@ — (M x M) is the transition rate matrix
[31]]. The resulting HCTMM, as shown in Figure 4] comprises
nine distinct states namely

M = {W,D1,D2, F,detC, fdetC, detS, fdetS, migS}

where the time spent in each state is exponentially distributed
[55].
Miniz = {W} — fully operational state

The proposed HCTMM is irreducible, allowing access to
all states via intermediate states, as shown in Figure 4] which
depicts it as a single communicating class. Furthermore, the
HCTMM is ergodic, with positive recurrence, ensuring finite
expected return times to any given state, and as such it
converges to a unique stationary distribution regardless of
the initial state. This ensures computational tractability when
modeling large dynamic systems. The transition rate matrix,
Q, assigns time-independent transition rates to each pair of
states as q[i][j]v(i»;) to represent the rate of going from state
1 to state j as illustrated in Table In this transition matrix,
Q;; = 0 for states without direct transition. Additionally,
Q;; is the transition rate matrix’s diagonal entry denoted by
negative values that equate to the sum of the rates out of state
i to all other states such that Q;; = — )", 4j 4~ The timed
transition rates (9, a, A, As) for the HCTMM of the proposed
system are determined using eqn. [I}

In(1-P)

dor\, = T

(D

TABLE IV
HCTMM MODEL PARAMETERS

Parameter [ Baseline 28], [34], [35] Test Scenarios
Failure Rates
[ 50/year
| 25/year
Detection Rates

3600/hour

(Ac) — Controller failure rate
(As) — Switch failure rate

[1-100]/year
[1-100]/year

(Agc) — Controller failure detection rate

(Am) — Switch migration rate 2074/hour

(Ags) — Switch failure detection rate 3600/hour
Repair Rates (from Section [IV-A]

1000-5000]/hour
1000-10000]/hour
10000-50000]/hour

(115) — Switch add/repair rate (offline repair) [ 25/hour [ [1-100]/hour

() — Controller add/repair rate (offline repair) | 32/hour | [1-1001/hour
Inter States (Timed Events)

(0c ) — detC to fdetC 9/hour [P=0.01] P=[0 - 0.99]

(g ) = fdetC to detC 4145/hour [P=0.99] P=[0 - 0.99]

(6s ) — detS to fdetS 9/hour [P=0.01] P=[0 - 0.99]

(ag ) — fdetS to detS 4145/hour [P=0.99] P=[0 - 0.99]

R — Coverage factor = 0.97

where (1 — P) is the probability that the system does not
transition within the stipulated time, T. For instance, detC'
should transition to migS within 4 seconds with a probability
of 0.99, else to fdetC' with a probability of 0.01 for a
system with efficient fail-over. This implies that, A,, = 2074
transitions/hour and d¢ = 9 transitions/hour as denoted in
Table [V1

The repair occurs from states, D1, D2, and F back to the
fully operational state, WV as in eqn[2]

Ryc  for F =W
ue  for Dy =W
s for Dy — W

2

/”['Ch'r- or Iucar =

where (¢, is the repair with a human-in-the-loop and pc,,
is the repair with an automated script.

Further, the Chapman-Kolmogorov Forward Equations de-
noted in eqn. [3] and eqn. [ are used to compute the steady-
state probabilities which indicate the long-term likelihood of
the system remaining in each state,

7'(t) = w(t)Q 3)

mQ = 0 subject to Z m(t) =1 4)
where 7(t) denotes the steady-state probability distribution
and Q denotes the transition rate matrix.

For the n-state HCTMM, the steady-state probability vector
given as w = [my, T2, ..., ] satisfies 7Q = 0. It is expressed
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TABLE V
PHYSICAL SERVER AND VIRTUAL MACHINE SPECIFICATIONS =
<
Specifications VM-A [ VM-B | VM-C | VM-D =
SDN Architecture Control Plane Data Plane S
Hard Disk Space 60GB [ 60GB [ 60GB 128GB ﬁ
Processor Intel®Xeon® 4
H . Linux Kernel-based Virtual Machine (KVM) 8 VM-C
ypervisor Docker engine version 23.0.9 (&) (C3)
CPU, RAM 12GB, 20 Cores@3.60GHz Wsl,u.hbou.,d
Interface
(SBI)
. i . 5 @ Publish Seripts ? S“"“T;i,f"””“
as a system of linear equations in eqn El, £ y) ‘ -
0 E tJ ECE Instance
T1q11  + Taqa1  + + TGn1 = B f
mig12 +  T2ge2  + + Toqn2 = 0 <
(®)] $ EDGE
- ROUTER
z .
T1q1in + Toqon + + TnGnn = 0 g To
A normalization condition whose steady-state probabilities | & Enterprise
. . . = network
sum to 1, as in eqnf6] is added to the current system of linear

equations
T+t .+, =1 (6)

Based on the steady-state probabilities, the operational
states of the proposed model are 7(,pery — (W,D;) and
T(faited) — (F). From the steady-state probabilities of the
operational states 7(,pe,y, the availability of the proposed
system HCTMM is given as,

A= Z T (oper); (7
i=1

where ¢ to m are the operational states.

Similarly, all the transition rates from the operational states
to the failed state are summed to assess the expected time until
the system fails for the first time.

1

MTTF =
(s93) Z?:m-i—l Zjnzl Qi Ti

®)

IV. A TWO-PRONGED APPROACH TO DEPENDABILITY

This section presents a two-pronged approac used to
investigate the dependability of the SDN-enabled IloT-Edge
network in the offshore wind farm application scenario. To
begin with, a proof-of-concept simulation testbed observes
the transient behavior of this network amid the highlighted
stochastic failures. Further, a quantitative assessment is con-
ducted to determine the network’s steady-state behavior amid
stochastic failure using the HCTMM approach introduced in
the previous section.

A. Transient behavior analysis

On a physical server, three VMs were instantiated for
the 3 SDN controllers, such that VM-A hosted C;, VM-
B hosted Cs, and VM-C hosted C3. Table [V] denotes the
server and virtual machine specifications for the proof-of-
concept simulation test bed as illustrated in Figure [5} The
OpenDaylight SDN controller (ODL SDNC) is used in this

I'Source code will be provided upon acceptance.

Fig. 5. Transient behavior analysis simulation testbed where LDAQ is the
local data acquisition module in the wind turbines, MU is the merging unit,
VIED is a virtual intelligent electronic device in the vVPAC node and the ECP
represents the IoT apps in the ECP node.

setup. ODL SDNC has a distributed-flat architecture which
means that the SDN controller cluster comprises SDN con-
trollers interacting as peers, unlike the hierarchical architecture
where some SDN controllers are head controllers overseeing
sub-level controllers [56]. In the ODL SDNC, “akka.conf”
and “modules-shards.conf” configuration files are modified to
define the cluster node members and associated member links
and ports [33], [57]], [58]. The network’s data plane comprising
wind turbine and PDC FDs (see Figure [2) was implemented
in a Mininet network emulator hosted in VM-D as illustrated
in Figure 5] The data plane FDs remotely connect to an SDN
controller cluster running on VM-A, VM-B, and VM-C using
the southbound interface OpenFlow Ver-1.3 protocol.

To simulate the IoT-to-ECP nodes scenario (see section
[T-A), a publish script was run on one of the virtual hosts
connected to an FD in the network topology, and a separate
subscribe script was run on another host within the same
network. The publish script publishes IIoT sensor data (mim-
icking the wind turbine’s data acquisition module). Similarly,
the subscribe script (mimicking the IoT Apps) subscribes to
the data sent to topics managed by the MQTT broker running
on the same VM. To simulate the IoT-to-vPAC nodes scenario
(see sectionlI-A), a publish script based on LibIEC6185(f]
open-source library was run on several virtual hosts to publish
SVs data streams of current and voltage measurements to the
Mininet’s FD network. On a separate set of virtual hosts, a
subscribe script (that mimics VPAC nodes’ vIEDs) is run to
subscribe to the already published SV streams. In different
test cases, 2-3 concurrent streams of SV are published on the
network as an example of normal operation for a single bus.

The impact on the network service quality, amid stochastic

20pen-source library for the IEC 61850 protocols.
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TABLE VI
NORMALIZED FAILURE RATES, REPAIR RATES FOR 15 TEST CASE SCENARIOS

Item | Description Case 1 Case 2 Case 3 Case 4 Case 5 Case 6 Case 7 Case 8 Case 9 Case 10 | Case 11 | Case 12 | Case 13 | Case 14 | Case 15
Ade [W to detC] 0.0000479] 0.0000108] 0.0000607] 0.0000387] 0.0000194] 0.0000439] 0.0000014] 0.0000682] 0.0000831] 0.0000848 0.0000188] 0.0000085] 0.0000657] 0.0000772] 0.0000030)
oc [detC to fdetC] | 0.0000098] 0.0000093] 0.0000001] 0.0000076] 0.0000066] 0.0000059] 0.0000083| 0.0000082] 0.0000072| 0.0000041] 0.0000025] 0.0000072] 0.0000039] 0.0000038| 0.0000065
ac [fdetC to detC] [ 0.0000010] 0.0000001] 0.0000004] 0.0000004] 0.0000004] 0.0000010] 0.0000004] 0.0000003] 0.0000002] 0.0000005] 0.0000005] 0.0000010] 0.0000009] 0.0000004] 0.0000003]
A [detC to migS] [ 0.0000015] 0.0000022| 0.0000014] 0.0000016] 0.0000019] 0.0000006] 0.0000025] 0.0000021] 0.0000024] 0.0000026] 0.0000005| 0.0000003| 0.0000001] 0.0000019] 0.0000006)
Ass | [migS to DI] 0.0000903] 0.0000128] 0.0000470] 0.0000855] 0.0000984] 0.0000076] 0.0000537] 0.0000801] 0.0000569] 0.0000209] 0.0000601] 0.0000665] 0.0000925] 0.0000884] 0.0000432]
ne [migS to F] 0.0045055] 0.0013092] 0.0213217] 0.0092248| 0.0122846] 0.0089313] 0.0022697] 0.0136312| 0.0085690] 0.0276446| 0.0174451] 0.0099801] 0.0079909] 0.0043159] 0.0179661
Ads [DI to W] 0.0000251] 0.0000668] 0.0000378] 0.0000197] 0.0000503] 0.0000666] 0.0000963 0.0000437] 0.0000283] 0.0000018| 0.0000766] 0.0000456] 0.0000333| 0.0000758] 0.0000473]
o5 [W to detS] 0.0000047| 0.0000088] 0.0000004] 0.0000096] 0.0000038| 0.0000032[ 0.0000072] 0.0000087| 0.0000074] 0.0000100] 0.0000014] 0.0000046] 0.0000017| 0.0000081] 0.0000071
ag [detS to fdetS] [ 0.0000002] 0.0000002] 0.0000007] 0.0000009] 0.0000003] 0.0000001] 0.0000000] 0.0000006] 0.0000007] 0.0000005] 0.0000007] 0.0000002] 0.0000003] 0.0000009] 0.0000004]
As [fdetS to detS] | 0.0000011] 0.0000015] 0.0000029] 0.0000003] 0.0000008| 0.0000028] 0.0000026] 0.0000021] 0.0000004] 0.0000018| 0.0000008] 0.0000009] 0.0000012] 0.0000012| 0.0000021
s [detS to D2] 0.0231425| 0.0175325 0.0167238| 0.0214120] 0.0193097| 0.0085218| 0.0276982 0.0037856] 0.0115562] 0.0186190] 0.0159696] 0.0182488] 0.0178217] 0.0093540 0.0055525]

ne [D2 to W] 0.0000006] 0.0000018] 0.0000017] 0.0000005] 0.0000011] 0.0000013

0.0000017] 0.0000022] 0.0000001

0.0000016] 0.0000015] 0.0000022 0.0000002] 0.0000019] 0.0000010)

R [F to W] 0.9500000] 0.9500000] 0.9500000] 0.9500000[ 0.9500000[ 0.9500000]

0.9500000] 0.9500000[ 0.9500000] 0.9500000] 0.9500000] 0.9500000 0.9500000] 0.9500000] 0.9500000]

Transition Rate Matrix Heatmap (Baseline)
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Fig. 6. The transition rate matrix heatmap populated using Tablel@and Table
[[V] baseline values.

failures, was observed using the following metrics: throughput,
packet loss, controller response time, and FD fail-over time
on Wireshark®. Further, during the fault injection scenarios,
the time taken for fail-over is measured to describe the per-
formance deviation from normal behavior. Random controller
and FD faults, software malfunctions, CPU overconsumption,
and memory leakages were tested in the simulated network.
Specifically, three tests were done: (i) changing the FD state in
the data plane, (ii) introducing a controller component failure
in the control plane cluster, and (iii) introducing packet loss at
the rate of 1% and 10% on the most crucial paths to simulate
degraded FD performance.

B. Steady-state behavior analysis

Having observed the transient behavior of the proposed
network amid stochastic failure using the network throughput
metric, the HCTMM (see section [II-B) was implemented
in PRISM® ModelChecker based on the component-level
model abstraction (see Figure [3) and the system-level network
conditions (See Table [l). The states of the controller- and
FD components were initialized, and the transition logic was
adjusted to fit the specifications of a 3-controller cluster
and a 9-FD data plane network topology. Using the system
model baseline failure and repair rates from Table the
HCTMM was populated to generate a transition rate matrix,
Q, illustrated as a heatmap in Figure [f] featuring the baseline
parameters.

Initially, baseline failure and repair rates were tested on
the PRISM-based HCTMM, and simulations were run to

determine the steady-state availability and system reliability.
Further, 15 case scenarios based on different failure and
repair rate combinations were defined within the range de-
noted in Table [IV] for the sensitivity analysis. To ascertain
specific combinations for each case scenario, random scenarios
were delineated according to the model abstraction mapping.
For instance, Case 1 entailed an augmented failure of the
controller VM alongside persistent memory leakages, with
no failures occurring at the data plane. Conversely, Case 7
involved heightened failures in both the data plane hardware
and software components, accompanied by sustained CPU
overconsumption. Additionally, the effect of reducing the
repair rate from the stipulated 24-hour MTTR (see Table
E[), holding the detection and migration rates constant, on
steady-state availability and system reliability was examined.
These decisions were undertaken to delineate diverse case
scenarios; nevertheless, it should be noted that they may not
comprehensively encompass all potential failure combinations.
The steady-state behavior was observed by exporting the
baseline and 15 case scenario data and solving steady-state
probabilities using Python’s “scipy.linalg.null_space” function
for the modified Q matrix.

V. RESULTS AND DISCUSSION

The transient behavior of an unrepairable network model
is illustrated in Figure [7] as an exponential distribution. To
the left, the plot shows that the system takes 1450 hours to
encounter the first complete failure within the 5000 hours of
mission time, equating to a 29% network up-time. Considering
that the system starts from a fully operational state, W, this
shows that without effective repair, the system can only be run-
ning 29% of the stipulated mission time which is significantly
below the SLA threshold set at 99.999%E| network up-time
underscoring a lack of dependability. As such, the proposed
effective strategy for detecting, recovering, and maintaining
the system is needed for a repairable network model. To
observe the transient behavior of the proposed network amid
stressed conditions, the system model’s conditions in Table |I_I|
were implemented in a proof-of-concept simulation test bed.

1) At the control plane: From the working state, WV, several
stress tests were performed to monitor how the network
responds to the failed controller(s). Using Wireshark®, as

399.999% network availability as stipulated in the industry service level
agreements (SLAs) is referred to as 5 nines which implies that the network
is down only 5 minutes and 15 seconds per year.
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Fig. 7. The transient behavior of an unrepairable system model illustrating
fitted failed data using an exponential distribution model within a 5000-hour
of mission time.
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Fig. 8. The controller failure detected at C'y = 0.593 ms, using Wireshark®
for an SDN controller cluster with a 4 seconds heartbeat rate (HBR).

illustrated in Figure[8] it was observed that the other controllers
took approximately 0.6 milliseconds (C = 0.000593486 sec-
onds) to detect that one of the controllers in the cluster had
failed. Fundamentally, these controllers exchange heartbeat
messages (every 4s) through the East-West bound interface to
confirm operational status and connectivity. The time to detect
a controller failure is measured by the interval between TCP
KeepAlive messages in Wireshark®. To determine the Mean
Time to Detect (MTTD) for the simulated controller cluster
(comprising Cq,Cs,C3), several failure tests were carried out

TABLE VII
TIME TO DETECT CONTROLLER FAILURE AS CAPTURED ON WIRESHARK®

C1 Down Up Up

C2 Up Down Up

C3 Up Up Down

Test I 0.000634460 | 0.000593486 0.000518461
Test 11 0.000482294 | 0.000686359 0.000415660
Test 111 0.000460635 | 0.000515686 0.000533394
Test IV 0.000294723 | 0.000593486 0.000415482
Test V 0.000418334 | 0.000634305 0.000395518
AveragePerTest | 0.000458089 | 0.00060404664 | 0.000455703

MTTD=0.000505946213 = 505.946 uS

The effect of Switch Failures on Data Transfer Rates Over Time
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(c) Iperf3 network throughput for an adversely degraded data plane network.

Fig. 9. The proposed system model transient behavior measured using Iperf3
network throughput monitoring tool.

as denoted in Table [VII] These tests involved deactivating one
controller and observing the time taken by other controllers
to detect the failure. The controller’s Karaf log feature also
documented the failure on a log sheet. Eqn. [ computes the
MTTD as an average of the time taken to detect controller
failure (C\) over n tests,

Z?:l CM

n

The MTTD for this 3-controller cluster was estimated to be
& 505.946.S as denoted in Table [VII} From the simulation,
it was observed that each controller in the controller cluster
shared its network information with its peers, hence when one
controller was lost, the other controllers took over adminis-
tration of the FDs in the data plane. This was confirmed by
checking if new flows were present in the FDs’ flow tables
after the initial flow expiry hard timeout ( F'Dyprrp = 60
seconds).

2) At the data plane: When an FD on a critical path in the
network topology designed in the evaluation setup in Figure
[ fails, the SDN controller cluster attempts to find alterna-
tive paths to redirect traffic. [loT-to-ECP and IIoT-to-vPAC
publish/subscribe scripts were executed on multiple virtual
hosts (LDAQ, MU, ECP, vIED) to simulate data exchange

(€))

Covrrp) =
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TABLE VIII
STEADY-STATE PROBABILITIES FOR THE 15 CASE SCENARIOS
W detC fdetC migS D1 DetS fdetS D2 F

Scenario-1 0.835348 | 0.015635 | 0.033076 | 0.010013 | 2.434093e-07 | 0.059393 | 0.04652 1.3e-05 | 3.00502e-06

Scenario-2 0.683357 | 0.059016 | 0.081102 | 0.144455 | 7.523393e-07 | 0.024633 | 0.007433 | 2e-06 1.905334e-06
Scenario-3 0.608196 | 0.039265 | 0.014967 | 0.025067 | 3.751728e-08 | 0.203373 | 0.109123 | 6e-06 3.329833e-06
Scenario-4 0.752306 | 0.056211 | 0.040331 | 0.036133 | 3.005067e¢-07 | 0.077328 | 0.03768 1e-05 9.699632¢-07
Scenario-5 0.601651 | 0.037471 | 0.179774 | 0.026991 | 4.995114e-08 | 0.058366 | 0.095737 | 7e-06 3.239335e-06
Scenario-6 0.509643 | 0.075485 | 0.212136 | 0.108981 | 3.861437e-07 | 0.066929 | 0.026811 | 8e-06 6.445912¢-06
Scenario-7 0.242107 | 0.431954 | 0.254912 | 0.025025 | 5.92799¢-07 0.033042 | 0.012904 | 1.3e-05 | 4.279833e-05
Scenario-8 0.569143 | 0.100241 | 0.109708 | 0.047115 | 2.534061e-06 | 0.100314 | 0.07343 2.9e-05 1.840958e-05
Scenario-9 0.251691 | 0.026448 | 0.010867 | 0.026927 | 2.830005e-07 | 0.579376 | 0.104687 | 2e-06 2.651417e-06
Scenario-10 | 0.55141 0.040368 | 0.071035 | 0.013256 | 2.473096e-08 | 0.12419 0.199735 | 6e-06 9.022927e-07
Scenario-11 | 0.589836 | 0.020883 | 0.022898 | 0.0284 3.666146e-07 | 0.14612 0.191814 | 3.9¢-05 | 1.022303e-05
Scenario-12 | 0.412051 | 0.065687 | 0.032698 | 0.012346 | 1.926607e-07 | 0.228595 | 0.248616 | 5e-06 1.698633e-06
Scenario-13 | 0.724266 | 0.06216 0.036936 | 0.108818 | 3.321703e-05 | 0.032043 | 0.0355 9e-05 0.0001545603
Scenario-14 | 0.710102 | 0.052509 | 0.067042 | 0.033722 | 5.936272¢-07 | 0.039357 | 0.097255 | 6e-06 6.46769¢-06

Scenario-15 | 0.357879 | 0.134116 | 0.225683 | 0.024392 | 5.623995e-07 | 0.209467 | 0.048451 | 7e-06 5.754386e-06

between wind turbines and the offshore hub as illustrated in
the evaluation setup in Figure [5] Then, on two test virtual
hosts on the extreme ends of the network topology, Iperf3
commands were run to observe the network’s throughput (per
second) based on the data transmitted through the FD network.
FD failure manifests in two different ways: (i) permanent
damage where the FD is completely off or (ii) degraded
FD state where the FD experiences a gradual decline in
performance due to hardware aging or software issues [[60].
Before stochastic faults were introduced in the data plane, the
iperf3 tool demonstrated stable network throughput as shown
in Figure P(a)[s baseline time series (in blue). Changing the
FD’s state from “STATE UP” to “STATE DOWN” to mimic
permanent damage led to an initial throughput perturbation,
followed by a cessation of data transfer, as shown in Figure
O()s FD failure time series (in orange). Lastly, NetEm’s [61]]
traffic control command was used to simulate both unexpected
network traffic spikes and FD hardware/software degradation.
Figure and Figure illustrate how this NetEm traffic
control packet loss command introduces a 1% packet loss and
a 10% packet loss on the path FDs degrading the network
service quality by lowering the transfer throughput.

Implementing the effective monitoring-agent-based detec-
tion and recovery strategy, it was observed that the network
restored to a fully operation state at 113 seconds (uc,,) in
the manual restore and for the automated script, in 29 seconds
(pc,,)- Notably, this repair strategy adopted in the proof-
of-concept test bed assumed negligible discrepancies in the
automated reboot, script errors, or incorrect log analysis by
the monitoring agent. Additionally, FD repairs were command-
based and, hence, did not demonstrate an accurate assessment
of physical repair times. This transient behavior analysis
showed using the network throughput metric the extent of
performance degradation during the transient periods.

To assess long-term performance post-transient periods,
an HCTMM, modeled on PRISM®, underwent simulation
with a baseline and 15 test case scenarios. The objective of
the proposed detection and recovery strategy is to achieve
sustained operational status. Steady-state probabilities for both

the baseline and the 15 test case scenarios were obtained as
denoted in Table A violin plot illustrated in Figure
shows the steady-state probability distributions ranging from
[0,1] on the y-axis against the system model states on the
x-axis. Each violin contains a miniature box plot that uses
a central mark to represent the median of the data and box
extents to demonstrate the interquartile range with the 25th
percentile below the median and the 75th percentile above
the median. Notably, this violin plot has outlier data points
attributed to the heavy-tailed distribution and variability in the
derived steady-state probabilities.

From the violin plots in Figure [I0(a)l we see that the
system likely remains working »V amid stochastic failures,
as indicated by the bulging region of the left-most violin
plot in the probability range [0.4, 0.8]. The proposed model’s
detection, recovery, and maintainability strategy is notably
effective, with minimal time spent in degraded and failed states
D1, D2, and F because these states revert to YV post-repair
(see HCTMM transitions in Figure ). The system transitions
through intermediate states (detC', fdetC, detS, fdetS, migS)
during controller or FD loss with a probability of up to 0.3
during stochastic failure.

The steady-state probabilities for state ¥V > 0.5 indicate
that the system has higher reliability and stability under the
specified conditions. Hence, these data samples were extracted
to conduct an additional sensitivity analysis that involved
adjusting the individual component-level MEM and CPU con-
sumption as well as varying the detection and migration rates
which were earlier held constant. From the analysis, it was
observed that the baseline scenario based on failure and repair
rate data from [29], [33], [34]] achieved a near-perfect avail-
ability of A = 0.99999. However, adjustments in component
failure rates and lowering MEM and CPU thresholds yielded
availability scores between 93% — 99.995%, slightly below
the industry SLA of A = 99.999% as illustrated in Figure
[TO(b)] Initially, modifying repair rates from a standard 24-
hour MTTR per component increased availability. Eventually,
they hit a point of diminishing returns (optimal MTTF) where
further improvement of the repair rates did not enhance system
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Fig. 10. The proposed Homogeneous Continuous Time Markov Model
(HCTMM) steady-state behavior analysis with varying failure and repair rates.

reliability.
Furthermore, the system reliability was simulated over

100,000 hours (= 1lyears) as illustrated in Figure
using the same scenarios. All the scenarios exhibited a system

reliability > 0.8 within the first 30,000 hours (=2 3.425years).
It is evident that within the first 3.5 years of operation, the
monitoring agent successfully detects, recovers, and maintains
the proposed network without human intervention. However,
the reliability decreases with time and is implicitly attributed to
stress acceleration in the offshore environment where external
factors or stressors such as high temperature, excessive loads,
or harsh environmental conditions lead to premature failures.
Overall, scenario 5, demonstrates the best performance with
the slowest decline in reliability, suggesting an effective im-
plementation of the repair strategy while scenarios 1 and 2
depict the steepest decline representing the high failure rates
associated with the two scenarios.

The results show that implementing a new detection and
recovery strategy ensures consistent availability and reliabil-
ity, meeting SLAs for the SDN-enabled IIoT-Edge network’s
suitability in the given application scenario. This study notes
that the proposed network may also encounter service function
chains (SFC) related failures next to the simulated failures of
individual components. SFCs, which include network services
like firewalls, load balancers, and intrusion detection systems
arranged in a specific order, are managed and orchestrated by
SDN controllers. These SDN controllers dynamically adjust
the chain based on network conditions and policies, ensuring
that data packets traverse the required services in the correct
sequence for flexible and dynamic network management. Fu-
ture studies may assess these SFC-related failures alongside
the cost implications of the approaches taken to reduce failure
rates and increase repair rates in the sensitivity analysis for
the individual components in the control plane cluster and
the data plane. In addition, future studies may assess the
reliability and cost-effectiveness of scalable systems with
increased redundancy factoring in the environmental failures
in such offshore application scenarios.

VI. CONCLUSION

This paper assessed the dependability of SDN-enabled IIoT-
Edge networks for next-generation offshore wind farm applica-
tions, proposing a new design that facilitates critical, latency-
sensitive data transfer with a minimal number of redundant
elements. Despite the advantages of using SDN to facilitate
dynamic and centralized management of the offshore wind
farm’s IloT-Edge network, stochastic failures such as random
component malfunctions, software malfunctions, and CPU
overconsumption, and memory leakages cause intermittent
network service disruptions. The study introduced an innova-
tive system model abstraction that mapped stochastic failures
to both the control and data planes. It included a monitoring
agent in the application plane that effectively detected these
stochastic failures, facilitated recovery, and maintained the
network in a fully operational state. To assess the dependability
of the proposed SDN-enabled IloT-Edge network, a two-
pronged approach was used that (i) estimated key parameters
and analyzed the transient behavior through a proof-of-concept
simulation test bed and (ii) analyzed steady-state behavior
using a probabilistic Homogeneous Continuous Time Markov
model (HCTMM). The study demonstrated the impact of an
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effective strategy to detect, recover, and maintain the network
by setting up scenarios with varied component failure and
repair rates, starting from a baseline scenario. The steady-
state availability of the system for the analyzed scenarios
ranges between A = 93.0% - 98% which is at or close
to A = 99.999% as stipulated in industry SLAs. Assessing
the dependability of the proposed network guides the design
of more effective network management strategies, especially
for high availability and consistent performance-demanding
environments.
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