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Abstract— Experimental laboratories for automation 
training represent a big investment. The reason for huge 
investment are the high cost for different multiple devices 
inside of automation solution and the cost for extensive 
engineering. Beside of the costs, usually the number of 
working stations does not fit the required number of the 
students, which must be trained. In this case the same 
exercises have to be repeated several times. 

E-learning laboratories are a very cost-effective solution in 
order to face those problems. This paper describes how this 
objective can be achieved, by implementation of a WBT 
server (WBT - Web-Based Training server) and OPC server 
architecture. The idea behind a remote laboratory is to use 
the web technologies and internet as the communication 
infrastructure in order to perform experimental part of 
education with programmable automation devices.  

For practical exercises a digital 3D twin of a machine has 
been created, using NX CAD software. Through a developed 
OPC interface students can practice programming tasks of a 
PLC on a virtual CAD model. Different models are stored on 
the WBT server and can be accessed by students from any 
location via Internet services. Students do not have to be 
present at the real machine, but can practice their 
programming tasks from anywhere on virtual models. 

Index Terms—Automation, Industry 4.0, Education 4.0, 
Remote Laboratory, Mechatronic Concepts.  

I. CONCERNS WITH CURRENT ONLINE AUTOMATION 
ENGINEERING 

The use of online automation engineering in general has 
thus far not found any sweeping acceptance on the 
operating side. The engineering capable of being performed 
via world-wide data paths and by means of multi-media 
tools are thus far advances of innovative manufacturers of 
capital goods who, in this way, ensure themselves new 
unique selling points compared with their competitors. 

This type of manufacturer-driven approach neglects 
important customer interests through the proprietary design 
and the differing manners of communication of the 
systems. The reasons for this trend lie in the fact that many 
manufacturers have initially striven for support by their 
own service personnel, especially during the 
commissioning phase. The finding phase of the suppliers 
with respect to online engineering that is still continuing 
makes the path towards a uniform communications 
standard for use in the industrial environment more 
difficult. The latter has been prevented in particular through 
the rapid changes in the field of various information and 
communication technologies [1, 2].  

Some concepts for the provision of diverse machine-
related services via remote control of these machines by 
humans with information technology tools have already 
been developed. These constitute comprehensive solutions 
for IT-assisted service scenarios with the involvement of 
the organizational structures of manufacturer and operating 
company that above all make clear the complete host of 
services that can be reproduced on the basis of modern-day 
information and communication technologies [3, 9]. The 
use of the communications infrastructure of the Internet 
itself is becoming increasingly established in this field and, 
as a result, will develop far-reaching potential for the future 
online engineering. 

Nevertheless, the introduction of online engineering 
brings with it major challenges for the companies. Many of 
these companies are placing their faith in differing suppliers 
in the field of machines and machine control, with the result 
that the large number of heterogeneous components and 
online service solutions offered, prevents any efficient 
organization of remote access that represents a further 
precondition for a comprehensive, inter-compatible and 
future-oriented introduction of online service in the field of 
remote control access. Operating companies of Online 
supportable, production systems are consequently faced 
with high infrastructure and organizational costs as they 
constantly have to administer the large number of different 
systems in order to keep them available for possible use. 

In this respect, the world-wide operating, major 
manufacturers of online engineering systems offer 
comprehensive services that have already been taken into 
consideration in the planning of the installations, however, 
the well-known problems of the proprietary solutions and 
the difficulty with integration into company infrastructures 
continue to exist. In detail the following weaknesses of 
current remote. In detail the following weaknesses can be 
shown: 

 
• Users are confronted with different online service 

solutions. 
• Insufficient compatibility to allow in-house usage of 

proprietary systems.  
• High requirements for safety of operator and machine. 
• High requirements for security of system access and 

network. 
• Version conflicts due to different software updates. 
• Current complexity allows operation by experts only. 
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II. AVAILABLE AUTOMATION CONCEPTS 
In process and manufacturing automation, the demands 

for increasing productivity and flexibility while 
maintaining consistently high quality standards are 
constantly growing in the face of intensifying competition. 
This development leads to increasingly complex 
requirements for control concepts and implies a further 
increase in the complexity of automation tasks. In order to 
meet these continuously changing requirements, 
decentralized control concepts are subject to constant 
change towards distributed systems with open interfaces. 
This change is also favored significantly by the daily 
growing performance potential of microelectronics and 
information technology [7, 8]. As a result, numerous 
centralized and decentralized control concepts have 
emerged in automation technology, which can be classified 
primarily according to their topological, functional and 
communication aspects (Figure 1). 

For the control tasks of simple machines, which 
predominantly require binary signal processing in the form 
of logic or sequence control, central programmable logic 
controllers are still used. In complex machines and plants, 
a decentralized and modular network of individual 
controllers is increasingly replacing centralized structures. 
These are usually small and medium-sized control systems 
or intelligent sensors and drives directly on the machine or 
plant, which are networked with each other via appropriate 
field buses.  

 
 

In order to protect employees and the environment, 
safety-oriented control components and safety-oriented 
communication systems are used in complex plants and in 
the field of infrastructure applications. A continuous 
process is guaranteed by the use of redundant and highly 
available systems (HSBY).  

A new generation of decentralized control systems is 
significantly influenced by the spread of industrial Ethernet 
and web technologies. By consistently integrating these 
technologies, various problems of existing fieldbuses, such 
as openness and manufacturer independence, can be solved. 
These protocols have been successfully introduced right 
down to the control level. It is undisputed that this trend 
towards further integration will continue right into the field 
level.  

The introduction of Ethernet and the shifting of control 
functionalities to the field devices and drives requires 
further functional changes to the controllers and control 
systems when they are integrated into the higher 
automation structures, which consequently also affects the 
engineering and thus their software tools. The specification 
of different device descriptions (FDT, GDS, EDS, etc.), 
which are made available to the user by corresponding user 
organizations, is particularly helpful for the integration of 
these technologies.  

The design of an automation solution depends of 
machine size and market segment, where automated 
equipment can be applied. The main criteria for building of 
automation architecture are: number of digital and analogue 
Inputs/Outputs, intelligent channels, type of fieldbus, 
remote access, high availability and safety. 

 

 
 

 
Figure 1.  Available automation concepts for machine and plants 
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III. DESIGN OF AN AUTOMATION SOLUTION FOR 
PRACTICAL EDUCATION 

With the aim of providing students with a modern 
education in the field of automation technology, the 
Cologne University of Applied Sciences and Schneider 
Electric GmbH have designed a range of equipment to meet 
the needs of the students. Care was taken to ensure that as 
many and innovative automation technologies as possible 
were taken into account. Because of the investment 
security, the selected components should not be on the 
market for longer than two years. A classification of these 
technologies, which had to be considered, is shown in 
Figure 2. 

 

Inductive and capacitive sensors, optical encoders and 
data carriers for radio frequency identification (RFID) are 
provided for the acquisition of binary and analog process 
signals and are connected to the programmable logic 
controller (PLC). A modern mid-range PLC with numerous 
external modules was selected for processing the process 
signals. For the tasks "operating and monitoring", 
sophisticated HMI touch panels with color display are used. 
Each station is equipped with modern electronic drive 
components. A frequency converter is used to practice 
clockwise and counter-clockwise rotation and commands 
for constant speeds and constant torque. A linear axis with 
servo motor and servo controller can be used to perform 
various tasks with positioning control. 

All components are networked via CANOpen fieldbus. 
Profibus DP is also available as an option. In this way, 
students can configure field buses and learn about their 
communication protocols. All stations are connected to 
each other via Industrial Ethernet, so that access to web 
servers of individual components and technologies of web-
based automation can be explained.  

The Cologne University of Applied Sciences is one of 
the first universities in Germany that would like to sensitize 
its students to the efficient use of electrical energy as part 
of their university education. For this purpose, appropriate 
measuring devices were installed at each station, with 
which all energy data of three consumers are continuously 
recorded and stored. Subsequently, these data are to be 
evaluated and analyzed by the students. After the analysis, 
proposals for measures to be introduced to save energy will 
be developed.  

For training of automation engineering skills we 
designed a suitable working stations, which consider those 
commonly technologies. One workstation contains 
following equipment: 

 
• Sensors, detectors, encoders and RFID switches 

for data detection 
• Programmable logic control (PLC) for data 

processing 
• Human Machine Interface 
• Velocity speed driver and Motion driver 
• Smart meter for energy efficiency 
• Ethernet Network and CANOpen as machine bus 
• Programming and SCADA software 

 
In order to increase the motivation of the students for the 

education in the field of automation technology even more, 
technologies were also procured with which young people 
can identify more easily today. This makes it possible for 
students to complete certain parts of the exercises from 
their own smartphones using Java Apps. An overview of 
this is shown in Figure 3. 

For example following exercises can be performed:  
• Command for motor via Bluetooth 

 Left turn and Right turn 
 Change velocity 

• Commands vie GSM Modem 
 Email sending from process 
 Alarm per SMS receive and email 

 
In addition to the hardware, appropriate site licenses 

were provided for the complete engineering (programming, 
visualization with SCADA, simulation, etc.). The entire 
apparatus equipment of the Laboratory for Automation 
Technology at the Cologne University of Applied Sciences 
comprises 20 modern workstations of identical design. A 
large number of practical exercises can be carried out in the 
teaching environment. The training of students in the areas 
of control, drive and communication technology is thus 
decisively improved and made much more clearly 
understandable. 

 
  

Figure 2.  The new education engineering 
 

 
    

http://www.icelw.org/


ICELW 2020           June 10th-12th, New York, NY, USA 

The International Conference on E-Learning in the Workplace 2020,  www.icelw.org ICELW 2013 Template #1 4 

 

IV. SYSTEM ARCHITECTURE FOR REMOTE 
AUTOMATION ENGINEERING 

The WBT server provides all central Services including 
administration tasks and routing to the appropriate stations.  

 
 
 
 

The WBT Server also runs an SQL Server with modules 
for authentication authorization and logging. For a high 
scalability the Hyper-V services, which are integrated into 
Windows 2008 Datacenter, are used on the root machine.  

The root machine consists of two VLAN switches for 
network data transfer between the virtual clients. Each 
VLAN is connected with one physical network adapter. 
The first VLAN is connected with the internet and is used 
by the thread management gateway server who links to 
routing and RAS (including VPN connections). Another 
roll of this virtual server machine is to establish a web 
server and secured internet access from inside of the 
laboratory. The second VLAN is connected with the virtual 
machine pool. In order that the virtual machines can 
connect to the PLCs and the HMIs, the VLAN is connected 
to the physical network adapter, which is connected to the 
internal laboratory network. 

For an integrated authentication service, the active 
directory services are used. In this directory we integrated 
a container for external users. Only administrators and 
users in this group are allowed to connect via VPN. 
External standard users have some more restrictions which 
are realized due to adapted group policy objects. 

 
A.  Establishing of connection 

A user who would like to use the remote access needs a 
given username, password, the external URL of the WBT 
Server and the name of the virtual machine. These 
information’s will be provided by the administrator. The 
connection to the virtual working desktop can be realized 
in a simple way. In the first step a VPN connection has to 
be done. For establishing the VPN connection the user only 
need the VPN client supporting SSTL, L2TP, PPTP or 
IPsec. The easiest way is to use the already integrated client 
of the most frequently used operating systems, such as 
Microsoft Windows, Mac OS X, iOS and many Linux 
distributions. After connection the user is able to start a 
remote access app which uses the RDP protocol.  

 
 

 
 
 

 
 

 
 
 
 

 
 
 

 
 

 
 
 
 

Figure 3: HMI Apps and Bluetooth for Automation 

 
    

Figure 4. Remote access to Lab 
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On actual Microsoft Windows machines (XP, or later) 
the tool is already integrated. OS X users can download a 
small application from the Microsoft web site. If the 
application is running, users only need to enter username, 
password and the name of the virtual machine. 

 
B Work with the virtual machine 

Since establishing the connection to the virtual machine 
the user can open applications for writing, download and 
testing applications to the PLC, HMI and Drives. The 
students have the same look and feel, as if they are working 
on the computer in front of real station in laboratory. 

Beside of registration, for the using of the architecture 
the students need just a standard Web-Browser. Different 
needs and different automation topics (programming of 
PLC, HMI, Drives, Motion and Networks) can be remotely 
covered by undergraduate, graduate and doctoral student. 

 

V. NX-MECHATRONIC CONCEPT DESIGNER (MCD) 
NX is an interactive high-end 3D-based engineering 

software system for engineering computer-aided design, 
manufacturing, and calculation of mechanical, electrical, 
and mechatronic products. NX is a three-dimensional 
modeling system for creating products of any degree of 
complexity (starting from general mechanical engineering 
to complex automotive and aerospace products). Dramatic 
changes in computing power and wider availability of 
engineering software tools for design- and manufacturing 
enabled engineers to use CAD, CAM, and CAE systems or 
modules to automate their design and production processes. 
NX provides key capabilities for these phases in the product 
creation process: 

• NX CAD (computer-aided design): Integrated 
solutions for conceptual design, 3D modeling, and 
documentation. The design process is supported by various 
modeling tools and is flexible regarding to changes. Some 
modeling options are wireframe, surface, parametric solid, 
or the so-called direct modeling. Drawings can be linked 
with the 3D CAD model. 

• NX CAE (computer-aided engineering): Multi-
discipline simulation for mechanics, motion, thermal, flow, 
and multi-physics applications. It supports the development 
process by tools and methods for simulation and calculation 
based on a previously created 3D-CAD model. 

• NX CAM (computer-aided manufacturing): 
Manufacturing solutions for tooling, machining, and 
quality inspection. It supports the manufacturing process in 
the planning and execution phase, including programming 
of manufacturing machines and the production process 
itself. 

The MCD (mechatronic concept designer) application in 
NX is designed to simulate the behavior of mechanical and 
mechatronic systems, both in the early and late stages of 
product development. The user is provided with a virtual 
modeling environment in which he/she can describe the 
product being developed by using the physical 
characteristics of its components and set the boundary 
conditions, acting forces, and environmental parameters.  

Moreover, the behavior of the system can be simulated 
in real time by using virtual sensors, signals, and interfaces 
to third-party products. The Mechatronics Concept 
Designer enables the combination of various disciplines 

like mechanical engineering, electrical engineering, and 
automation technology. Engineering designers and systems 
planners can provide a virtual definition of the entire 
engineering process from the rough concept to mechanics, 
electronics, and software. Errors can be recognized very 
early—this contributes to a low change cost and time of 
delivery.  

The 3D CAD model can be extended within MCD for: 
• Mechanical connections 
• Springs and dampers 
• Collision definition 
• Position and velocity control 
• Conveying surfaces 
• Sensors and operators 
• Sequences and signals 
Another functionality of MCD is especially interesting 

for the Institute for Production in a series of research 
projects and education, emphasizing its multidisciplinary 
focus. The main focus and the critical part of the plant 
construction is the commissioning. The difficult error 
correction, which can only take place after the complete 
physical assembly of the production system, takes up 60 
percent of the time.  

The MCD environment contains the so-called virtual 
commissioning functionality. It allows simulations 
combining the physical and virtual components of a 
mechatronic product. In particular, a real digital controller 
can be combined with a virtual digital model of the 
mechanism or plant. The virtual machine model in 
Mechatronics Concept Designer can be used to test the real 
control technology; diverse automation interfaces can be 
connected. MCD behaves with the controller like the real 
machine or plant. The commissioning time on the real 
machine can be reduced considerably. The delivered 
software quality increases due to tests on the digital twin 
instead of on the real system without any risk in advance. 
Software issues in the industrial product lead to issues and 
even product recalls. The virtual commissioning of the 100 
percent original software code is, therefore, the top priority 
with the use of tools like MCD. The typical process using 
MCD can be [4, 5]: 

• Creation of 3D-CAD models of the product or 
plant (static product model) 

• Creation of systems engineering model (e.g. 
function structure of the project, customer and legal 
requirements, re-use of knowledge)  

• Definition of the product concept model (e.g. 
basic physical properties of the product concept, geometry 
and physical properties, allocation of components to 
functions, sensors and movements)  

• Product completion to the detailed model (e.g. 3D 
design completion, use of electrical and electronic 
components, motor drives) 

• Performing virtual commissioning (detailed 
movement analysis, signal tests, simulation execution, 
result exports to third-parties’ simulation tools)  

Different concepts of the product can be defined and the 
variants virtually compared without creating physical 
prototypes. So, the results can be achieved rather quickly. 
However, the quality of the results must be checked in 
detail because it is directly dependent on the virtual model 
properties. For example, some essential factors for realistic 
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commissioning are the quality of the material properties 
definition or signal description. 

VI. DESIGN OF A DIGITAL TWIN 
The MCD enables mechatronic 3D modeling and 

simulation of assemblies. It also provides a comprehensive 
solution for multidisciplinary collaboration between them. 

The simulation model is the heart of the virtual model 
and should be a "digital twin" of the real working unit. It is 
important that all signals, actuators and system behavior 
relevant for the control are mapped as accurately as 
necessary. 

In this project, a digital twin of student exercising unit 
for automation engineering was developed. Since CAD 
files could not be used, they were initially created with the 
help of NX. Three assemblies were generated and then 
integrated into the MCD. All subsequent steps for the 
simulation model must be performed in the MCD. It is 
important that the simulation is only as accurate as 
necessary, since the simulation can be quickly brought to 
its limits despite high computing power. 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

 
• Basic physics 
The physical properties assigned to an object are located 

here. An object used in the MCD must first be defined as a 
solid (RigidBody). Below this, mass, moments of inertia 
and initial velocity can be defined. Collision bodies also 

belong to this category. A body in the MCD only takes a 
collision if it is defined as a collision body, other-wise solid 
bodies can move against each other without influencing 
each other. 

 
• Joints and Constraints 
This category displays the objects that define constraints 

and the kinematic behavior of the objects to the system or 
other objects. In this project the connectors FixedJoint, 
SlidingJoint and HingeJoint were used. A FixedJoint binds 
a fixed connection with no degree of freedom between the 
two selected bodies, but if only the attachment is used, the 
object is fixed in space without degree of freedom. The 
Slid-ingJoint fixes all lines of freedom relatively between 
the objects except for a translational degree of freedom, 
which is determined by a vector. The HingeJoint also 
leaves only one degree of freedom free. Here it is a rotatory 
one, which is also given by a vector. 

 
• Materials 
This category displays materials that are assigned to 

fixed components in the system. These object influences 
were not used in this project and are therefore not described 
further. 

 
• Couplers 
Couplers include cam plates, motion profiles and gears. 

In this project, only gears were used which transmit the 
movement in one degree of freedom to another degree of 
freedom by means of a transmission ratio. 

 
• Sensors and Actuators 
Actuators are required to perform motion in degrees of 

freedom. SpeedControl and PositionControl were used. 
The SpeedControl enables the control of the movement of 
a degree of freedom by the speed and the PositionControl 
enables the control by the position and the speed. 

The MCD offers a range of sensors, but it is also possible 
to read out actual values from the actuators, which means 
that apart from the light barriers, further sensors are not 
required. The light barriers had to be set up by a 

Figure 5. Remote access to Lab 

 
    

Figure 6. Pistons_1_SlidingJoint 
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CollisionSensor. This sensor de-tests the collision with a 
collision body and can thus generate a signal state. 

 
• Runtime Behaviors 
This category can be used to influence the runtime 

behavior of the system. The Runtime Behavior in the MCD 
offers the possibility to run the own C# code in the 
simulation clock. The created code will run through every 
simulation step. For this a subset of the NX Open 
Namespace is used. This allows information about the 
objects contained in the simulation to be processed and 
manipulated. This makes it possible to implement 
necessary behavior or functionalities for a digital twin 
beyond the MCD library. Microsoft Visual Studio 
Community 2017 Version 15.4.0 was used to create the C# 
code in this work. 

 
• Signals and Connection 
This category includes signals and communication 

options that are available for external coupling. 
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purpose a digital twin of a workstation was replaced with 
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can be transferred via an OPC interface to the control 
system of the 3D model. Thus the real workstation can be 
replaced by a virtual workstation. This brings enormous 
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